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Contributions



Our NTT-based Polynomial Multiplications

= Compute the results in Z[x] = reducing engineering effort
= Compute in Zg[x]/(x" — 1)
= n: 1440,1536, 1728
= For 2 fr, radix-r butterfly: replace r — 1 multiplications with r — 1 add./sub.
= Extend the existence of subtraction in radix-2 to other radices
= r=3,5,17,257,65537, Fermat primes
= Good-Thomas FFT as an algebra isomorphism: x* ~ x(9)x(1)
= Vectorization friendly [FPO7]
= Address potential code size issues with implicit permutations
= Vector—radix FFT
= Reduce # mul. if more than one layer in each dimension
= Dedicated radix-(2, 3) butterflies for implicit permutations
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Table

Summary of Applicability

1: Overall strategies. Checked are applicable, starred are implemented.

NTRU (n, q)

NTRU Prime (p, q)

Conv.

(677,2048) | (701,8192) | (821,4096)

(653, 4621) | (761,4591) | (857,5167)

Size-1440
Size-1536
Size-1728
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Backgrounds



Polynomial Multiplications in NTRU and NTRU Prime

= "Big by small” polynomial multiplications: coeffs. of one input in {0, £1}
= NTRU:
= Rings Zg[x]/(x" — 1), Zg[x]/{(x™ 1 + -+ 1), Z3[x] /(x" L+ -+ 1)
« NTRU-HPS (ntruhps): (g, n) = (2048, 509), (2048, 677), (4096, 821), (4096, 1229)
= NTRU-HRSS (ntruhrss): (g, n) = (8192, 701), (16384, 1373)
= NTRU Prime:
= Rings Zg[x]/(x" — x—1), Z3[x]/(x" — x—1)
= Streamlined NTRU Prime (sntrup)
= NTRU LPrime (ntrulpr)
« (g, p) = (4621, 653), (4591, 761), (5167, 857), (6343, 953), (7177, 1013), (7879, 1277)
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NTTs and FFTs



Number—Theoretic Transforms

= Ring R
= nlchar(R)
= principal n-th root of unity w, : V1 < i< n, Zog@wi{ =0

= R/ ("= ¢ 2 TT7 RIK/ (x — Cwh)

= a(x) — a(Cw!);, invertible ¢ € R
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Good-Thomas FFT

= Group algebra isomorphism (explained in [Ber01], implemented in [ACC*21]):

» Let G= Gy x Gy be a group isomorphism: R[G] = R[Gy] ® R[G1]
~ . R[] ~ R[X R[X
" Golq1 — ZLgyqy = ZLgy, X Lgy: <XQOqEL1> = <(X(0))[ql])_1> ® <(X(1))[‘71_1>

= Algebra isomorphism (already implied in [Goo58, FP07]):
(a0 = alelg)} = (a0) o alut)e) © (o) o 2l )s))
R[X]

~ Rx.] ~ Rlx.y,u.w] ~ L. . Rlx.y,u,w] _
(x"9091 —1) (x'—y,y091 —1) (x—y,y—uw,u% —1,w1 —1) io, i <X‘/7y,y7uw,u7w;00,wfw;11>

V_ vy v_
X/ =y, y—way W, XY —wg way

= Hiﬂril % = Hio,il % = H"Oyil %
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Vector—Radix FFT

= For well-defined fy, f1, 80,81, (oo fi) ® (goog1) = (b ® go) o (A ® g1)
» (foo---ofg1)®(goo---0g4-1)=(fo®go)o-o(fg_1®g41)
= NTT(® := addomul o - - - add o mul
= NTT() := add omul o - - - add o mul
= NTT(® ® NTT() = (add ® add) o (mul @ mul) o --- o (add ® add) o (mul @ mul)
F 0 0) @ (0 o) = (0)° ()" - G5
= 2goq1 — qo — g1 multiplications = gpq1 — 1 multiplications

» Radix-(rg, nn): radix-ry butterfly @ radix-r; butterfly
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Improved Naive Butterflies



Naive Butterflies

c(t)) c+va + 92
= | c(Yws3) | = | co+Ywsa + Y2wic
c(Yw?) o + Ywic + Y2w3c

= smull, smlal followed by Montgomery reduction (mul, smlal)
» p#1 = 15cycles (5+5+5); » =1 = 12 cycles (2+5+15)

Algorithm 1 Naive butterflies

1: smull t1, cO0', ci1, ¥ > The last operand is w3 for cl‘,z/)o.% for c2'!
2: smlal t1, cO', c2, ¥ > The last operand is w2w§ for c1',1%ws for c2!

3: mul t0, t1, ¢

4: smlal t1, cO', tO, g >cO' = +Y%0. Ifh =1, c0' = ¢ + o with add
5 > Compute ¢(¢)) = c0' + ¢, €(Ypw3) = c1' + co, c(Pw3) = cl' +
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Improved Nadive Butterflies i

Algorithm 2 Improved naive butterflies

1 ... >cO0' =Y +¢20. Ifv =1, c0' = ¢ + ¢ with add
2: smull t1, cl', cl, Yuws

3: smlal t1, cl', c2, wzwg

4: mul t2, t1, ¢

5: smlal t1, cl', t2, g > cl' = Ywse + P2wic
6: add c2', cl1', cO' > c2' = (Ya + P?a) + (Ywa + Y2wic) = —Ywic — PPwic
7: sub c2, c0, c2' > c2 = ¢(Yw?)
8: add c1, c0, cil' > cl = ¢(Yws)
9: add c0, cO, c0' > c0 = (7))
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Improved Nadive Butterflies ii

Generalize to radix-r butterflies.
>oio () = rco
= Fora j, elvwr) = reg = Yig () = €0 = Sig iz (clvwr) — <o)
= Compute c(yw!) — ¢ = ijll cjd)fw;j as usual
« Compute c(¢w}) = g — Yo izj (€(¥w]) = co) with r — 1 additions/subtractions

= r needs not to be odd, but odd numbers require more studies
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Improved Naiive Butterflies iii

Let r be an odd and ¢ = 1 (the cyclic case). Many ways for ¢(x) — c(wi);.

= Focus on prime r = 22 11

= Fermat primes 3,5, 17, 257, 65537

= Radix-3 butterflies are improved

= Radix-5 butterflies are believed to be improved

» Radix-22

234 1 1 butterflies are probably not improved

Institute of Information Science, Academia Sinica (| )

11/21



More on Good-Thomas FFT



Dedicated Butterflies for Implicit Permutations

4

R[X]/<x24— 1> =11, Rlxu, W]/<X— uw,u—wg),w —w£1> or
I1; RIx u, W]/<X—UW, u3—1,W—wg>?

At most 6 "dedicated” radix-(3, 2) butterflies
Better than "dedicated” 3-layer-radix-2 butterflies [ACCT21]

= We save more because
= Half of the entries are zeros: more saving with radix-3
= There are more follow up radix-2 butterflies computing (a, b) — (a+ b, a — b)
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Potential Code Size Issues with Implicit Permutations

Assume dedicated radix-(3, 2) at the beginning
= Size-2%0 © size-3% cyclic NTTs where 3k < 2ko—1
. F\’[x]/<x2k°3k1 — 1> =11, Rlxu, W]/< —uw, PO wd, w3 —w§1>
= A loop consisting of 325171 dedicated radix-(3, 2) butterflies
» Code sizes
» 1440 =160 -9,3%~1 = 27, compact code size

= 1536 = 512 - 3,3%%~1 = 3 compact code size
= 1728 = 64 - 27,3%}1~1 = 243, large code size
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Our Resolution

= go: power of 2, gi: power of 3 with go < %

= §: how incomplete Cooley—Tukey is

= v: how incomplete Good—Thomas is

= At most one of @, v is greater than 1

Consider R[x]/(x®dhv —1) = [, Rlxu, W]/<x" —uw, 0¥ — W, w— w£}1>
= 1440 : (g0, g, q1,v) = (32,5,9,1)
= 1536 : (g0, §, q1,v) = (128,4,3,1)
u 1728 : (QQ, a, q1, V) = (64, ]., 9, 3)
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Results



Polynomial Multiplications i

Figure 1: Overall performance of polynomial multiplications.

NTRU NTRU Prime
(n, q) ‘ Convolution ‘ This work ‘ [CHK*21] ‘ [IKPC22] (p.q) ‘ Convolution ‘ This work ‘ [ACC*21] ‘ [Che21]}
Size-677 Y /= | 1a4k/— (653, 4621) Size-1320 . —/— | 120k/—
(677,2048) | Size-1440 | 140k/143k —/- —/- ’ Size-1440 | 142k/147k —/- —/-
Size-1536 147k/149k 156k/— -/- Size-1530 —/- 152k/— | 142k/—
Size-701 Y —/— | 144k/— (761,4501) | Size-1536 | 151k/153k |  150k/— -
(701,8192) | Size-1440 | 141k/143k -/- —/- Size-1620 —/— | 185k/— —/-
Size-1536 148k/150k 156k/— -/ Size-1722 -/= —/— | 203k/—
e / / / (857,5167) | - -° / / /
Size-821 —/- —/—| 193k/— Size-1728 182k/186k —/- -/-
(821,4096) | _.
Size-1728 178k/182k 199k /— -/-
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Table 2: Detailed numbers of polynomial multiplications for NTRU.

Polynomial Multiplications

NTRU

(n q) ‘ Size ‘ polymul ‘ NTT ‘ NTT_small ‘ basemul ‘ iNTT ‘ final_map
140444 | 34102 33241 27690 | 36756 8835

(677,2048) | 1440
143016 | 34963 34093 27825 | 37214 9208
(677,2048) | 1536 147126 | 37485 36573 23322 | 41437 8489
' 149174 | 38076 37139 23506 | 42001 8717
140577 | 34102 33241 27690 | 36756 8968

(701,8192) | 1440
143239 | 34957 34087 27819 | 37208 9431
147670 | 37485 36573 23322 | 41437 9033

(701,8192) | 1536
149771 | 38076 37139 23506 | 42001 9314
181534 | 48629 47627 21848 | 53098 10512

(821,4096) | 1728
186197 | 49480 48507 22349 | 55569 10564
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Polynomial Multiplications iii

Table 3: Detailed numbers of polynomial multiplications for NTRU Prime.

NTRU Prime

(p. q) | Size | polymul | NTT | NTT_small | basemul | iNTT | final_map

142244 | 34104 33244 [ 27690 | 36756 10629
(653,4621) | 1440

146665 | 34992 34005 | 27813 | 37214 12823

151374 | 37487 36573 | 23322 | 41435 12739
(761,4591) | 1536

153299 | 38069 37138 | 23510 | 42001 12861

184714 | 48629 47623 | 21848 | 53099 13695
(857,5167) | 1728

189523 | 49483 48499 | 22336 | 55720 13743

ST
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NTRU Results

= Key generation from [Li21]
» NTRU-HPS: crypto_sort from NTRU Prime for K and E

Table 4: Overall performance of NTRU. K = key generation, E = encryption, D = decryption.

ntruhps2048677 ntruhrss701 ntruhps4096821

K E D K E D K E D
[CHK*21] | 143725k 821k 818k | 153403k 377k 871k | 207495k 1027k 1030k
[IKPC22] | 142378k 816k 729k | 153479k 369k 787k | 212377k 1026k 914k
[Li21]* 4625k 820k 812k 4233k 376k 868k 6116k 1027k 1031k
This work 3912k 525k 718k 3822k 361k 778k 5217k 654k 908k
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NTRU Prime Results
» [ACCT21]: secrete-dependent table lookup AES

Table 5: Overall performance of NTRU Prime.

ntrulpr653 ntrulpr761 ntrulpr857
K E D K E D K E D
[ACCH21]? - - - 731k 1102k 1200k - - -
[Che21] 678k 1158k 1233k 727k 1312k 1394k - - -
This work 669k 1131k 1231k 710k 1266k 1365k 886k 1465k 1596k
sntrup653 sntrup761 sntrup857
K E D K E D K E D
[ACCH21]? - - - | 10778k 694k 572k - - -
[Che21] 6 715k 632k 487k 7951k 684k 538k - - -
This work | 6623k 621k 527k 7937k 666k 563k | 10192k 812k 685k
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Future Works

= Vectorization of Good—Thomas with x¥ ~ uw, v > 1

= Implemented in [FP07] (SSE) using program generator Spiral
= Recently, NTT-based RSA-4096 in [BHK*22] (MVE)
= How about Neon, AVX2, AVX5127

= In [BBCT21] for NTRU Prime, radix-2 Schénhage for "big by big" polynomial
multiplication because of vectorization

Q1 What is the role of the existing principal 3rd root of unity in Z4s91?
Q2 How to combine vectorization-friendly Good—Thomas and Schénhage?
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A Series of Reductions to Fermat-Prime-Size Butterflies

For a(x) — (a(wﬂ))i with an odd r, ways for ¢(x) — c(w!);:

= Naive size-r butterfly

= dgoLlag1, r= goq1: Good—Thomas

= Prime power r = pX: Winograd's = size-p*~1(p — 1) convolution [Win78]
= k>1: p—11p=— Good-Thomas
= k=1: Rader's = size-(p — 1) convolution [Rad68]

= Assume r=p, p— 1is even

= Jodd go|lp— 1: Good—Thomas
s p—1=2"—=p=F, =22 41
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Size-1728 Convolution

RIx/ (X728 — 1) = f[ ﬁ RIx, u, W]/<X3 Cuw B wéu,o' W2 wéw'°>

iu,0:0 I.W,[)ZO

2 1
., 3 i 0
= H H R[Xr u, W]/<X3 — uw, u— wéu'0+ ’”v1, V|/16 _ CU:]_W'0+ lw,1>
iUvO'iU,].:O iW,OviW,1:0
- - 25 2|
= iu,0+3iu1 j=0 2w,
T I e (e

i,0+1u,1=0 iw,0, -+ iw,5=0

2 1 P oa3i S22 Vi,
e H H R[X]/<)(3 o wéu,0+ lu,1w64J:0 W,j>
5=0

i1,0010,1=0 w0, iw,
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Size-1536 Convolution

2 1

R[X]/<X1536 _ 1> =~ H H R[x, u, W]/<X— uw, u — w;“'o, w256 _ wé-”"°>

iu,0:0 iw,OZO

2 1 . , .
H H R[X, u, W]/<X_ uw, u — wéu,ol VV32 B w%jzo 2/ W,j>

i,0=0 iw0,-..,in,3=0

2 - 6 i
R iwo A4 Dj-0 2w
H H [x v W]/<X uw, U — w3, W — wisg

iu,o:O iWVOV"'riW,6:0

12

[12
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Size-1440 Convolution

2
R[X]/<X1440 _ 1> ~ H H R[x, u, W]/<X_ uw, u —wé”o W0 _ :W0>
inZO Iw,0= 0
= H H Rlx, u, W]/<X— uw, u — ’”°+3’u1 wo wiw,o+2iw,1>
i1,0,7u,1=0 iw,0,iw,1=0

1%

4 o
H H Rlx u, W]/<X— uw, u — wé“°+3"‘1 W — 32231'20 2JIW’J>

iu,Oviu,l:0 iW,Ov-"viW,4:0
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